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1. Introduction 
 

This document serves as a User Guide for the Nuclear Regulatory Commission (NRC) external partners 

that have a need to use NRC’s secure web based applications.  More specifically, it describes the process 

through which an applicant activates a digital certificate. 

Once the applicant has obtained a digital credential, it can be used to access NRC’s secure web based 

applications directly over the Internet. 

The process of obtaining an NRC digital certificate consists of the following 2 high-level steps: 

 

Activate 
your NRC 
Credential 

Install the 
Root 

Certificate 
Authority 
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2. Install the Root Certificate Authority 
 

1. Launch the Microsoft Internet Explorer web browser and navigate to the NRC External 
Credential Service (Level 1 Digital Certificates  https://pki.nrc.gov/Rudimentary). Click on 
Install CA. 

 

2. Click on Save. 

 

https://pki.nrc.gov/Rudimentary
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3. Save the file to a folder on your computer.  Please make a note of this location.  Click on 
Save. 

 

4. Click on Close once the download is complete. 

 

5. At the Microsoft Internet Explorer web browser, select Tools, then Internet Options. 
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6. Click on Contents, then on Certificates. 
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7. Click on Trusted Root Certification Authorities, then on Import. 

  

8. Click on Next. 
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9. Click on Browse. 

 

10. Browse to the location where the certificate file was saved.  Select the file, and click on Open. 
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11. Click on Next. 

 

12. Click on Next. 
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13. Click on Finish. 

 

14. If the Security Warning dialog box is displayed, Click on Yes 
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15. Click on OK. 
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3. Credential Activation Process 
 

This section takes the applicant through the activation process of a digital certificate.  It assumes that 
the applicant has completed the credential enrollment process and has received the both the necessary 
approval and credential activation code.  Each necessary screen is captured with an explanation of what 
the applicant is to comply with on each screen. 

1. Prior to activating a digital certificate the user must have received the below notice 
indicating that they have been approved for a digital certificate.  This email notification also 
includes the credential activation code that is required later in this process.   

 

 

 

2. Launch the Microsoft Internet Explorer web browser and navigate to the NRC External 
Credential Service using the appropriate link provided in the above email to collect and 
activate your new digital certificate. 

NOTE: Please ensure that you’ve already followed the instructions in 

Section 2 (Install the Root Certificate Authority). 
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A. Level 1 Digital Certificates  https://pki.nrc.gov/Rudimentary 

 

 

B. Level 3 Digital Certificates  https://pki.nrc.gov/Basic 

https://pki.nrc.gov/Rudimentary
https://pki.nrc.gov/Basic
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3. To begin the activation process click on “Enroll”, then complete and submit the form as 
follows: 

A. eMail Address – Enter your email address 

B. NRC Approval Code – enter the approval code contained in the email notification 
you received as part of step 1 of this process. 

C. Challenge Phrase – enter a challenge phrase that will be used by you to revoke your 
digital certificate in the future should you lose it. 

D. Key Protection – check this box to protect your key 

E. Submit – click the submit button 
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4. Confirm your email address and click “OK” 
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5. On the “Creating a new RSA exchange key” prompt click “Set Security Level” then set the 
security level to “High” as indicated below.  Click next to continue. 
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6. Create a Password to be used each time your certificate is required for authentication, then 
click “Finish”. 
 

 
 

7. Confirm that the security level of your new digital certificate is now set to “High” and click 
“OK” to continue. 
 



   NRC Digital Certificate Activation Guide 

19 
11/12/2013  Version 2.2 

 
 

8. At this point the digital certificate is being created and installed into your certificate store.  
Do not stop or refresh your browser.   
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9. Follow these steps to confirm that your new digital certificate was installed correctly.  From 

the Internet Explorer menu navigate to Tools  Internet Options  Content to display the 
below screen. 
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10. Click on Certificates button on the Internet Options  Content tab to display your 
certificate store.  On the “Personal” tab, you should see a certificate “Issued by” the NRC.  
Select the certificate, and click on View. 

 
11. Click on Certification Path.  The path should be similar to the one shown below. 
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4. Support 
 

Please visit the appropriate support resources for help and troubleshooting: 

1. User Guides – located at https://pki.nrc.gov/ecs/guides.html 

 

2. Application Support Desks 

a. Integrated Source Management Portfolio (ISMP)   

Phone: 877-671-6787 

eMail: ISMPHelp.Resource@nrc.gov 

b. Electronic Filing (EIE)  

Phone: 866-672-7640 

 eMail: Meta_System_Help_Desk.Resource@nrc.gov 

 

https://pki.nrc.gov/ecs/guides.html

