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NRC Digital Certificate Activation Guide

1. Introduction

This document serves as a User Guide for the Nuclear Regulatory Commission (NRC) external partners
that have a need to use NRC's secure web based applications. More specifically, it describes the process
through which an applicant activates a digital certificate.

Once the applicant has obtained a digital credential, it can be used to access NRC’s secure web based
applications directly over the Internet.

The process of obtaining an NRC digital certificate consists of the following 2 high-level steps:

Install the
Root
Certificate
Authority

Activate
your NRC
Credential
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2. Install the Root Certificate Authority

1. Launch the Microsoft Internet Explorer web browser and navigate to the NRC External

Credential Service (Level 1 Digital Certificates = https://pki.nrc.gov/Rudimentary). Click on
Install CA.

@ Digital ID Center - Microsoft Internet Explorer provided by USNRC . ==
@@v [ ] hitpsy//pinre.gov/Rudimentary - 0 [ &[4 x |[B coogie o~
([ Ele Edit View Favorites Tools Help
iy Favorites | < 2] Account Signin - holra0L... &) All Site Content 2] Digital D Center 3 Gmail Email from Google [ Google &21dM - User 2] NRC External Credential 5.~
| @ Digital ID Center | %~ B - 0 & - Pagev Safety~ Tools~ @~
Visigr Digital ID Center

I

U.S. Nuclear Regulatory Commission
External Rudimentary G2 Digital ID Center

@ ENROLL

Choose this option to enroll for a client Digital ID.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital 1D is valid, expired, or revoked. You may also download IDs from this option.

@ RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least ane month before your Digital ID is
due to expire

n

REVOKE

Chaose this option to revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs,

d fraud.
INSTALL CA
Choose this option to download the oot Certificate.
Copyright & 1888-2010, VeriSign, Inc. All rights reserved ﬂ Verlslgrl
Done € Local intranet | Protected Mode: Off fa v R00% ~
2. Click on Save.
r
File Download - Security Warning @
Do you want to open or save this file?
Name: FBCA-Root-SHAZ.cer
E Type: Security Certificate, 1.07KB
From: pki.nrc.gov
Open ] [ Save ] [ Cancel
| -"\l While files from the Intemet can be useful, this file type can
' a potentially ham your computer. f you do not trust the source, do not
= open or save this software. What's the risk?
h
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3. Save the file to a folder on your computer. Please make a note of this location. Click on

Save.
-
Save As ﬂ
Ol'\-) | & » Arya Avneesh » Downloads » - |4,| Search Downloads Pl
Organize + New tolder g= - @
-
it Mame Date modified Type Size

i Favorites
Bl Desktop . VSphere
& Downloads

10/01/20131:43 PM  File folder

1=l Recent Places

m

A Libraries
@ Documents
J’ Music
|| Pictures
E Videos

18 Computer
& chos
2 (G:) ois (X

ZIENE CMMFECA-Root-SHAZ. cer|

-

1)

Saveast :

“ Hide Folders

Save L Cancel

4. Click on Close once the download is complete.

-

Download complete

—— ;

7
f_,.- Download Complete

FECA-Root-5HAZ. cer from pki.nrc.gov

Downloaded: 1.07KE in 1=sec
Download to: ClUsers\axabhDow. . \FBCA-Root-SHAZ cer

Transfer rate: 1.07KE/Sec
[ Close this dialog box when download completes:

[ Close ]

’ COpen ] ’ Open Folder

5. At the Microsoft Internet Explorer web browser, select Tools, then Internet Options.
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6. Click on Contents, then on Certificates.

-
Internet Options

A=)

| General | Security |

ri\-'acy| Content | Connectfons | Programs | Advanced|

Content Advisor

¢

Ratings help you control the Internet content that can be
wiewed on this computer.

l Certificates
Use certificates for encrypted connections and identification.

' [ Clear 551 state ] [ Certificates ] [ Publishers ]

AutoComplete

AutoComplete stores previous entries
on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

content from websites that can be
read in Internet Explorer and other
programs.

@ Some settings are managed by your system administrator.

0K ] [ Cancel Apply

11/12/2013
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p
{@ Digital ID Center - Microsoft Internet Explorer provided by USNRC S — — — =
@@- [ 2] nttps/plinre gov/Rudimentary/ - 8B4 x|[B coge o -
File Edit View Favorites Tools Help
i Favorites | 5 ] Account SignIn - hqlra0l... £ Al Site Content ] Digital ID Center 4§ Gmail Email from Google [ Google @] IdM - User ] NRC fktemal Credential 5.
| & DigitalID Center |_‘ i B v @ v Pagev [hfety~[ Took <@~
[ D P E a
; « . 5 Reopen Last Browsing ScXeTom
\énSng-rr ‘ Digital ID Center
[*1 Pop-up Blocker 3
[ et | [ o Ratoes
L. & Work Offline
U.S. Nuclear Regulatory Commission B | Compatibility View
External Rudimentary G2 Digital ID Center Compatibifty View Settings
[F] Full Screen F11
ENROLL Toolbars 4
5 — - Explorer Bars »
Choase this option to enroll for a client Digital ID.
<k Developer Tools F12
@) SEARCH
Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs from this option. OneNote Linked Notes
Send to OneNote g
RENEW isSpellOptions
Choose this option to renew a Digital ID which is expiring or which has already expired. You ieSpell
should generally start renewing your Digital |D at least one month before your Digital ID is
due to expire. Internet Options
@ Choase this aption to revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.
@ Choase this option to download the Root Certificate
A S— wj VeriSign
[\ ST NETWORK” B
Done € Local intranet | Protected Mode: Off 3 v ®100% ¥
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7. Click on Trusted Root Certification Authorities, then on Import.

-
Certificates
e A W e

S

Intended purpose:

[<all>

1 )

| |
| intermediate Certification Authorfties | Trusted Root Certification Authorities I Tn:fbed Publ | *

Issued To

5] ana Certificate Ser...

5] aBA.ECOM Root CA

5] AC Raiz Certicamar. .,

[5Jac rRa1z DNIE
[5AC RATZ FMT-RCM
[5laci Rarz MTIN
5] ACEDICOM Root
(5] A-CERT ADVANCED

[Slacne

Issued By Expiratio...  Friendly Name it

AAA Certificate Services  12/31/2028 COMODO L 1
ABA ECOM Root CA 07/09/2009 DST (ABA.ECOM...

AC Ralz Certicdmara ... 04/02/2030 ACRalz Certica. ..

AC RAIZ DNIE
AC RAIZ FNMT-RCM

AC1RAIZ MTIN 11/03/2019  AC1RAIZ MTIN
ACEDICOM Root 04/13/2028 EDICOM

A-CERT ADVANCED 10/23/2011  A-CERT ADVANC..,
ACNLE 05/15/2023 MLB Mova Ljublia... =

02/08f2036 DIRECCION GEN...
12/31/2029  AC RAIZ FNMT-...

e purposes

Learn more about certificates

| %

8. Click on Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

11/12/2013
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9. Click on Browse.

-
Certificate Import Wizard . A - ﬁ

File to Import
Specify the file you want to import.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.F12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (LS5T)

Learn more about certificate file formats I

[ < Back ][ Mext = ][ Cancel ]
———— el

10. Browse to the location where the certificate file was saved. Select the file, and click on Open.

r & Open u

& » Arya, Avneesh » Downloads » w | +4 || Search Downloads pe |
A, B [ 9] search
Organize « New folder = o+ 0 @
e MName . Date modified Type Size
Bl Desktop .. VSphere 10/01/20131:43 PM  File folder
& Downloads |@ FBCA-Root-5HAZ.cer 10/17/2013 3:54 PM  Security Certificate 2KB

=] Recent Places

4 Libraries
@ Documents
J? Music
[&5] Pictures

B videos

m

Lol Computer
& cos
S (G:) ois (nrc.go
G (N:) view (V)
L (Pa) AXAS (Nnrca =

File name: FBCA-Root-SHAZ.cer ~ [}\.JUS\..:ILIIIL:‘L:\.C -*.crt) v]

Comm B [ |
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11. Click on Next.
-
Certificate Import Wizard S A M
File to Import

Spedfy the file you want to import,

Eile name:

C:\Users\axa5\Downloads\FECA-Root-SHAZ. cer

Mote: More than one certificate can be stored in a single file in the following formats
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

< Back ” Mext = ]l

Cancel ]
—|
12. Click on Next.

-
Certificate Import Wizard ﬂ
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Browse...

Learn more about certificate stores

< Back " MNext = ]’

Cancel ]
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13. Click on Finish.

-
Certificate Import Wizard - ﬁ

=

-

Completing the Certificate Import
Wizard

) %J The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User [V =l Il gij il
Content Certificate
File Mame C:\Wsers\axa5\Downl
4| n 3
l < Back| ” Finish ] Cancel
s H

14. If the Security Warning dialog box is displayed, Click on Yes

-

Security Warning

=)

1N

You are about to install a certificate from a certification authority (CA)
claiming to represent:

Federal Bridge CA

Windows cannot validate that the certificate is actually from "Federal
Bridge CA". You should confirm its origin by contacting "Federal Bridge
CA". The following number will assist you in this process:

Thumbprint (shal): A37A4ACD FBO02DE7 BECEL12ET 46626281
SFCRBDAE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumnbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

11/12/2013
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15. Click on OK.

.
Certificate Import Wizard ﬁ

:] The import was successful.

11
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3. Credential Activation Process

This section takes the applicant through the activation process of a digital certificate. It assumes that
the applicant has completed the credential enrollment process and has received the both the necessary
approval and credential activation code. Each necessary screen is captured with an explanation of what
the applicant is to comply with on each screen.

1. Prior to activating a digital certificate the user must have received the below notice
indicating that they have been approved for a digital certificate. This email notification also
includes the credential activation code that is required later in this process.

le Edit View Go Message Tools Help

.7 U 138 @ w X 6 9.00. .
Get Mail Write  Address Book Reply  Reply Al Forward Tag Delete Junk Print Back Forward
= by Credential \pp | Notification - eiegf test
From: CTPDbMailProfile <CTPDbMailProfile @ft.ctf.nre.govs
Reply-To: OTPDbMailProfile @ft.nrc.gov
Date: 3:53PM

To: eieaf test@ft.ctf.nrc.gov

Dear eiegf test,

Congratulations!

Your request for a NRC Software Digital Certificate digital credential has been completely approved by the NRC.

Your Approval Code is NRC20130640696188. Please have this with vou as yvou will need this when in the process of activating vour credential

+ Please visit our website WRC External Credential Service to collect vour certificate.
+ Once your credential has been collected vou will be able to access the NRC application to which you requested access.

Please note that your login for the NRC External Credential Service is ext0006. Please use the password selected by you during the initial request submission.
Note: This is an auto-generated email from NERC External Credential Service. Please do not reply to this email
Thank vou,

NR.C Identity, Credential, and Access Management Services

NOTE: Please ensure that you’ve already followed the instructions in

Section 2 (Install the Root Certificate Authority).

2. Launch the Microsoft Internet Explorer web browser and navigate to the NRC External
Credential Service using the appropriate link provided in the above email to collect and
activate your new digital certificate.

12
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A. Level 1 Digital Certificates = https://pki.nrc.gov/Rudimentary

-
@ Digital ID Center - Microsoft Internet Explorer provided by USNRC

E =)
@@v [ https://phd.nre gov/Rudimentary/ IERE ‘ Google P -

|| Eile Edit View Favorites Tools Help

¢ Favorites | £ ] Account SignIn - hglrall... @] All Site Content | Digital ID Center *§ Gmail Email from Google [ Google ] 1dM - User & | NRC Eternal Credential ..
(& Digital ID Center

iR - [ @ v Pagev Safetyr Tools~ @~

Visign | Digital ID Center [
e

U.S. Nuclear Regulatory Commission
|| External Rudimentary G2 Digital ID Center

ENROLL

Choase this option to enroll for a client Digital 1D.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs from this option.

RENEW

Choase this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital 1D is
due to expire.

@ ® O

REVOKE

Choose this option to revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, cormupted key pairs,
change in site ownership. or suspected fraud

INSTALL CA

Choase this option to download the Root Certificate

® ®

S — Wy VeriSign

TRUST NETWORK™ L4

Dene

€ Local intranet | Protected Mode: OFF o v B10% v m

B. Level 3 Digital Certificates = https://pki.nrc.gov/Basic

13
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vHriSign Digital ID Center
i |

U.S. Nuclear Regulatory Commission
Level 3 Credentials for External Partners

&

@

ENROLL

Choose this option to enroll for a client Digital 1D.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs from this option.

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital 1D is
due to expire.

REVOKE

Choose this option to revoke your Digital 1D. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.

Cooyright © 1898-2010, VeriSign, Inc. All rights resarved. r. \%I‘lSlgl‘l

TRUST NETWORK™

3. To begin the activation process click on “Enroll”, then complete and submit the form as
follows:

11/12/2013

A.
B.

eMail Address — Enter your email address

NRC Approval Code — enter the approval code contained in the email notification
you received as part of step 1 of this process.

Challenge Phrase — enter a challenge phrase that will be used by you to revoke your
digital certificate in the future should you lose it.

Key Protection — check this box to protect your key

Submit — click the submit button

14
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veriSigrr Enrollment

Complete Enrollment Form

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
are viewable in the certificate’s details.

Your E-mail Address: ¥ [required)

(example — jodoe@verisign.com) Iecsl‘l.test@ﬂ_ctﬁnrc.gov

NRC Approval Code: (r=quir=d) [NRC20131316325912

Challenge Phrase
The Challenge Phrase is a unique phrase that protects you against unauthorized action on your

Digital ID. Do not share it with anyone. Do nof lose it. You will need it when you want to revoke or
renew your Digital ID.

Enter Challenge Phrase: (required)

Do not use any punctuation. I" e

Additional Security for Your Private Key
We recommend that you protect the private key associated with your digital ID. Checking the box

below will provide you with security options for your private key. Click Here for additional
information.

Check this Box to Protect Your
Private Key I

Optional: Enter Comments

In some cases, your administrator will instruct you to enter Shared Secref information (known only

|Done

to you and the administrator) in this field. The administrator uses this shared secret to verify that it
really is you submitting the application. This comment will not be included in your Digital ID.

15
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=

[

Digital ID Subscriber Agreement
By applying for, submitting, or using a Digital ID, you are agreeing to the terms of the
WVeriSign Subscriber Agreement.

SUBSCRIBER AGREEMENT =

YOU MUST READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBER AGREEMENT")
BEFORE APPLYING FOR, ACCEPTING, CR USING & VERISIGN CERTIFICATE CR
DIGITAL ID ("CERTIFICATE"™ OR "DIGITAL ID"). IF YOU DO NCT AGREE TO
THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR, ACCEPT,
OR USE THE CERTIFICATE.

1. Certificate Application and Description of Certificates. This
section details the term=s and conditions regarding your application
("Certificate Application”) for a Certificate and, if VeriSign
accepts your Certificate Application, the terms and conditions
regarding the wyour use of the Certificate to be issued by VeriSign
to you as "Subscriber™ of that Certificate. A Certificate i=s a
digitally signed message that contains a Subscriber's public key
and associates it with information authenticated by VeriSign or a
VeriSign-authorized entity. The Certificates provided under this
Agreement are issued within the VeriSign Trust Network ("VIN"). The
VIN is a global public key infrastructure that provides
Certificates for both wired and wireless applications. VeriSign is
one of the service providers within the VIN, together with a global
network of affiliates and partners throughout the world. The VIH
and VeriSign under this Agreement offer three distinct classes
("Classes") of certification services, Classes 1-3, for both the
wired and wireless Internet and other networks. Each lewvel, or
class, of Certificate provides specific functionality and security
features and corresponds to a specific level of trust. You are
responsible for choosing which Class of Certificate wou need. The
following subsections state the appropriate uses and authentication :J

If all the information above is correct,
click Submit to continue.

© 2008, VeriSign, Inc. All rights reserved. r VeriSign

TRUST NETWORK™

Done

4. Confirm your email address and click “OK”

16
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Message from webpage 5[

9 Confirm your e-mail address:
\-2 ecsl1, test@ft,ctf. nrc.gov

If your e-mail address is correct, dick CK. If not, dick CANCEL and
correct it in the enrollment form.

If the e-mail address is not correct, you will not be able to use your Digital ID.

Cancel |

5. On the “Creating a new RSA exchange key” prompt click “Set Security Level” then set the
security level to “High” as indicated below. Click next to continue.

Creating a new RSA exchange key x|

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium Set Securty Level... |

Cancel Details... |

17
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Creating a new RSA exchange key 5[

Choose a security level appropriate for this item.

&+ Highi
ﬁeqﬁest my permission with a password when this
item is to be used.

= Medium
Request my permission when this tem is to be used.

¢ Back Next > Cancel |

6. Create a Password to be used each time your certificate is required for authentication, then
click “Finish”.

Creating a new RSA exchange key x|

Create a password to protect this tem.

Create a new password for this item.

Passwordfor:  |CryptoAP| Private Key

Password: I------------

Corfim: I------------

< Back I Einish I Cancel

7. Confirm that the security level of your new digital certificate is now set to “High” and click
“OK” to continue.

18
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Creating a new RSA exchange key

CryptoAP] Private Key

Securty level set to High

An application is creating a Protected item.

X

Set Securty Level...

Cancel

Dietails...

8. At this point the digital certificate is being created and installed into your certificate store.

Do not stop or refresh your browser.

11/12/2013

Please wait while the Digital ID is being

issued ...

NOTE: Do not close your browser during this time or you will not receive your Digital ID.

Also, do not press Stop or Refresh.

et

i 5 g
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%‘riSigtr ‘

Digital ID Services

Congratulations!

Your Digital ID Information.

Country = US

Organization = U.S. Nuclear Regulatory Commission
Organizational Unit = External

Common Name = Ecs0803A middle test
C_C0808132307076554

Serial Number = 2bd5b40042b3e81114188043a93becac
Consult our Help Desk and Tutorials:

2

Your Digital ID has been successfully generated and installed.

1. Go to the Help Desk to view our tutorials and other useful information.
Go to the Digital ID Center to find out more about Digital IDs and Digital ID services.

Copyright © 1888-2010, VeriSign, Inc. All rights reserved.

Vi

VeriSign

TRUST NETWORK™

9. Follow these steps to confirm that your new digital certificate was installed correctly. From
the Internet Explorer menu navigate to Tools = Internet Options = Content to display the
below screen.

General I Security I Privacy Content IConnecﬁcns I Programs | Advanced |
Content Advisor
@ Ratings help you control the Internet content that can be
viewed on this computer.
Setings
Certificates
Use certificates for encrypted connections and identification.
Clear 55L state Certificates | Publishers |
AutoComplete
= = AutoComplete stores previous entries Settings |
= on webpages and suggests matches
for you.
Feeds and Web Slices
@ Feeds and Web Slices provide updated Settings |
F5| content from websites that can be
read in Internet Explorer and other
programs.
QK Cancel | Apply |
20
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10. Click on Certificates button on the Internet Options = Content tab to display your
certificate store. On the “Personal” tab, you should see a certificate “Issued by” the NRC.
Select the certificate, and click on View.

Intended purpose: |<AII> j

Persanal | Other People I Intermediate Certification Authorities I Trusted Root Cerﬁﬁaﬁorﬂ_’l

Certificate intended purposes

=All=

Impaort... Export... Remove Advanced... |
Wies

_ven |

11. Click on Certification Path. The path should be similar to the one shown below.

Certificate ﬂ

Certification path
[l Federal Bridge CA

@ MR.C Rudimentary CA G2
@ HelpDeskDemo middle test

View Certificate

Certificate status:

IThis certificate is OK.

Learn mare about certification paths

21
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4. Support

Please visit the appropriate support resources for help and troubleshooting:

1. User Guides — located at https://pki.nrc.gov/ecs/guides.html

2. Application Support Desks
a. Integrated Source Management Portfolio (ISMP)
Phone: 877-671-6787
eMail: ISMPHelp.Resource@nrc.gov
b. Electronic Filing (EIE)
Phone: 866-672-7640
eMail: Meta_System_Help_Desk.Resource@nrc.gov

22
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